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i.S ~,)J,) t.S.,-1 ~L.S I.JUl 4 J '-f,o· ... j ~ ,)JJA rjl) 4,)!~ jl ~ 

~ J,~JI J,) 4.-S ,),_J ~ o.)l,) ~~ 4.4\.i ~4~ 4,)!1 J,) . .W.4 ~ ~~ I.JJI} .)'! ~jJ;ol 

~\.i .)'! '~L>I_,J, ~ ..\...4 c.i---!4 i.SJ ~ ,))JA 't.S}~ \S ~.J'-f.o• ... J,) ~~ ,)~I 

t.S j J:!;41S i.S'-f.'. • .. i.S lA ~ l.. .r" . .W. 4 ~ ;:r, 4 ..5..::-.,S i.S j J:!;41S .,;S'I r ~ J- J' ~~_,; 

t.S'-f.·, · ; ~ ~ 4S ~lA..cii.w.~ c}WI ~J~J , lA o,)l,) ~ ;ljl r) ~ ;ljl ~ JoU. 
'"! . -,::.:-1 ~t..... J ~ r-;;, ..:...,.!.j, wJ:;Jou. .W.4 ~ t.Sj~ IS i.S '-f.,· • · · .;1-~ 

. ~~ o.J~~ ~t> t.Slto:;.; ~; lf:....~ ~4 ~ '}l..o.> 4J!I jl t.S~~ t.SI;. 

. .c.....!.~ I.SI o~.lP ~l- J 41_r t.SI;I,) ~ ~ 4S ,.,l;lo.W. ~.JjL... o,)~ J t!.ltl t.S}.r.t'IS 

~ jl ~.JI o,)L... J .l.-:~ t.S~JJ ~ ~JJ 4,}!1 jl ~.;! ~J.J! jl ~ 4.4\.i ~4~ 4,}!1;.) 

4 I~ lA;Ijl rJ ~ .J! .k...._; ~~~_,A;~ ~.JjL... o.)_,.!J ~ PRSQJ RSQ ,_;.JJ J::.il; 
'\""' .:.·:.~_, 

. .,l;~ ~ 4SI;I ~J~ ~Lo.lS' 4 ;.;IS ;~I J.!..1..,oai ~ c__,la.... t.S.r.!~~, ADM 

;.) ~I_;~ t.S,)lf' ·~ i.S~JJ 4S .lA..l.:-o ~~ ,)$':'JA i.S~JJ 4 ~JJ 4J!I "'-:lA..o 

J,) J o,)~ ~.J,)L:::-! ~ t.S.)~ t.S~JJ • .c.....!.4 f;L.S' J }j.o Ul.);.;IS jl I.SJ~ 

;,) "':-"~ i.S~JJ yl;.:;l <.SI.J! • ,) .;S o.)lA.:.....I ~~ jl ~ jl ~I_; ~ · .;1-;.. ~.JUl.) .J!J\S 

t.S'-f.,· • ";l:.>L... ~ ~.; 4 '~ ~1_;, J J:.6-s J>lr ~4 t.S.).J!;IS t.S'-f.,· ... 

. .,l; ~ ~ 4 j 4.J! I J,) ,) $':' JA t.S Ul.) ;l.,l;l:.....l J ~\s. '}U, I 
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~I ~ J o.JJA ~I i~l J~ IJ ~~I JS " ~_r. jS ~ 

~~~ J.U J <.Si~t;.... "~~ o~.,..; ~l..:AIJ Mli ~44 

J~ _,k~ <..SJJI~ ~ i _;.:- <..Sl..,.apljl ~ . \"'!l4 

i~JI~44J~·~ "'~.,.,;~~u~~J~ 

'-""'l:..!.JlS ~ OJJ~ <.,SIA ~ J ~) ~ >~ ~ 

. iJI,) IJ ~ JW' Jl J.:~J ~l.;oAJ ~JI 

.~~ ~ c31J ~~~~ ""':",; ,)).JI" _,..;,l> Mli ~44 i )J~I 
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..... --- __ , 
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ul~-4l ~ ~Lct.y..;L:..u \-r 

4 j ~~),:; \-\" 

~;~!$ ~~~lli r-\ 
~~ ;:l <l:>; e;l,;l r-r 
x~ ~ bl,Aj r-r 

;1)91 ~ ~ o.1o> r-r-\ 

;1;91 ry ~ o.1o> r-r-r 
let. o:lb ~ o.lo> r-r-r 

fo._:l o4 ~~let. clf.lo)""' r-r-'f 
o~ ;J:jp uo~l r-r-~ 

tl.9:l ~~'; r-'f 
4)p5' r-'f-\ 

4) pS' ~t- ~;y. r-'f-r 
cl..o~ r-~ 

u~~~ u:l~ j-o; ~~'; \"-\ 

~~ ~lct.j-o; \"-\-\ 

(.$.~1...5.; ~~~ ~lct.j-o; \"-\-\-\ 

~~ ~lct.j-o; \"-\-\-Y 

(.$.~1 ~ ~lct.j-o; \"-\-\-\" 

u;.lo ~Lct.j-o; r-\-r 
. ~~ ~; j-o; ~~ r-\-r-\ 

~ ~ j-o; ~~ r-\-r-r 
DES~>""' \"-\-r-r-\ 
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~,;~I J.!.l.aj <.S~'; r-r 
u;li:.o J-o; <.S~ ;;, ... ~ cJL:.lkA> <.S~'; r-r-\ 

~; <.St.a...l r-r-r 

;~ ctJ5' r-r-r 

<.S;IS;j-o; <.Sly. <.S;,~ (..)Ub djJ 'f-'f 

RSQ, PRSQ <.S~'; ~ 'f-'f-\ 

o..J,l L~ 'f-'f-\-\ 

4,1 LJk ;;, ~~ ~1;!1 <.S~'; r-r-\-r 
<.S;W JJx; r -r- \-'f 

(..)jlw o;)~ 'f -'f-,- \-'f 

(..)jlw o;,_F9 r-r-r 

<.S;W JJx;, <.S;,~ t.P'; r-r-r-\ 

<.S~ ~ 'f-'f 

~<.SU!.j~ts' ;;,~I 'f-\ 

MS-DOS ~ jl ($.4).ol&. ~ ;;, ~I ;,~I 'f- \-\ 

~ <.SU!. j~ts' ;;, ~I <.SU!.jl~ 'f-\-\-\ 

ADM ;l;!lry 'f-\-\-r 

) jl <.S~~ <.S~';' ADM;;,~~ <.S~l; 'f-\-\-'f 

lJb o..ol.i y. ,~l9 G.Jot.A> <.SUb t.P,; 'f- \-r 

<.SJ~ts' <.SU!. 4 ;;, ~~ 'f-r 
OSI ~I <.S~'>""' 'f-r-\ 

~~ <.S4c-o~Ko 'f-r-r 

<.SJ~ts' <.SU!. 4 ;;, <.S;~S;J-o; 'f-r-r 

<.S;~S; J-o; <.S~'; ~tk 'f-r-'f 

Jot&. ~ ~I 'f-'f 
Jot&.~ ~LA> <.S~j) 'f-\-\ 

01~1 u.~.:X.o L~ 'f-\-r 
~I <.SU!. ~~ 'f-\-\ 

VAX <.SU!.j~ts' <.Sly. VMS Jot&.~~~ c.::..l.iKol 'f-\-'f 

) ~ uly.;ts' kW) ;,~l, VMS Jot&.~ <.Sjl..!..il ol; 'f-\-'f-\ 

~~;, u;,~ ;,,.~.x.o 'f-\-'f-r 

lJb o;,b o~~ ~~ 'f-'f 

D.B. ~~ (..)UbjL:.; 'f-'f-\ 



. ~ \.x...:i . I _;. <.Sr.- •... ~~ 

l.J,,) )..l.il:...l - \ 

l.J,,)JIJ.il:...l <..S~ ~ 

~l9.) flb; ;1).91 f y .) JIJ.il:...l 

c....';.)~:.~.:~? DES c....~LP~9J ~~ ~~ -1 

lA c~..ou y. <..5,6. ~.) -\ 

(Enhwsim) Encryption 0 1y. 0.)~ ;1;.91 ~ j~ ~ 0;~ls' c~..ou y. 

(Compr) tSj~ o.)~, JS 0ly. c..Sj~ls' c~..ouy.· 

(Admprot) ADM ~I ~1).91 c..5ly. c..Sj~lS c~..ou y. 

(Code) tS /i5' ;.o J c..5ly. o.>..:, ~~ tS; ~ls' c~..ou y. 

(PwdiApp) pwd jl o.)Li:wl ~ bW) J.) o.>..:, 4l tS.)y.JlS ;1).91 ri' 

' 
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'" 

'-.S}~\S '-.Slf.•• • " ~~ ~~~..\.f! jloJ.J J~ Y-' 

'-.S}~\S '-.Slf.·· ... J~ j~ ;}- .~U:;....I jl ~1_,;1 Y-Y 

'-.S j ~ \S '-.S lf,o • • ·• ~ ,1, \.4; Y-Y" 

lA .~~~ ~I Y-'f 

'-.Sf ~~~ jo J ~ Y"-' 

\A~~~~ ~..;'-.Sf;. LFSR~ Y"-Y 

~ ~~~ ~~~ '-.Sif. ~ ;.!- ~..y ~t jl .~U:;....f Y"-Y" 

DES it.Jt:~ .S): Y"-'f 

DES ~~T; Y"-0 

SBB it.Jt:~ .S): Y"-P 

~J~joJ~ Y"-V 

Encryption '-.Sif. '-.S~~ J-JJ .YJI c_..,b Y"-A 

'-.S~~ cil: ~..; c_..,b Y"-~ 

.;..~ c_..,b Y"-'· 

.YJI ~ c_..,b jl ~ Y"-" 

ADM ;t,;,;t i) '-.Sir.-1 J>lr 'f-' 

'-.S I .,_;. W. '-.S J ~ jo J 'f-Y 

~ l::-o ~ ~ .J>: J 4 '-.S I .,_;. W. '-.S J ~ jo J 'f-Y" 

l.f:il ""! l.f:il '-.SJ~ jo J 'f-'f 

VMS J.oi.P ~ J~ Reference Monitor i * 'f-0 

;1)1 ~ J ;1)1 i) ~..; ~1) JJ.o 0-' 

CSCI ~L.j JI.::>L.... ;~~~ 0-Y 

.. 
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'fP 

'fV 
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py 

DES.;~ IP 

E-Table Bit Selection 

S-Box "':-'l;;..:;l t:/i 
P-Table Permutation 

Final Permutation 

Key Permutation 

Key Schedule of Left Shifts 

Key Permutation Choice 2 

<.S~~ J DES,PRSQ,RSQ <.S~J.; "'-:l.io 

OSI <.SlA ""! ~ J ~~ <.S~J.r" ~ ~1.; 

. I ,..,.t. .• ·~ t. . 
~ ""'"e"' .r. J ~J .r" 

<.S j ~IS <.S lA 4 .;~ <.S.; ~ ;.o.; <.S ~ JJ ""-: l.4.o 
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J.,~ 

f-' 

f-Y 

f-f 

f-'f 

f-0 

f-P 

f-V 

f-A 
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'f-Y 
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~~ ~~ .,sl.)'! ._sj~lS ._s4o· • ·• J~ 45 dJ.rP J~ .J ~~ oJ...!. _r::;.o ._s_r.> -.5~ 4,jL,J 

LA ~j t.r> .)'! J~ ..S/..l;L; tJI~ ..:...~W. ~~ ~ ~~ ·~~~ .,sl OJ~ 4-o• • ' 

·, ~4 ~ j~LS 41 ~ 45 ..s~l)l.,sl..l'! ~ J~ ~.J"' .,sj~lS ~~ 

'~V· .J '~.9'· ~~ J~ J~ SJ:r. ..S}~lS ._sly.· ... tJI.,r.t>IJ .J ~1../'!JlS. ~~.J 4.S"' Yr>'-" 

"-# .r. ~..l::.-o J J~ ..:...l_r.Su 45 ~~..P ~~l..s;~lS ~l..s)}.r. J~ ue~ ~ 

, ~~.iS' ..sG:- .)'! OJ.J:l ~~ ..::...l--4~ 

J-.JJ ~~~~DES (Data Encryption Standard) ~J}JI ''\VO JL. J~ 

I • • : ol ..s)} .)'! .,sl.)'! ..s~4.J ..S~JJ ~ 't:uu .:,r.l jl ~ ~I.> J~ ~ ..w. _r::;.o ..SJ~ /' J 

JL..... J~. ~~~~ .·IJ ~ ~~ ~ .,sl..l'! IJ ..s..l:..W. ~LiJ JlS .:,r.l. ~.Y. o..W. ci.J J~ 
DESB (DES ~ i .r-.J"' .,sl 4.-...!.lj ~1_,; [ '] ~1;.1 01 (; .._ jl;,; J~ '~~r 

. ..W.4 4.S"' DES~ J~ ~ ~~ jl ;¥o .J _,:jlj) 45 ~ ~.?IJ:. Breaker) 

o..W. ~~ JIJ ~ ~ 44Li ~44 J~ ·~~~ J ~ ~J.J"' ..s~ .J~ 1~1 j...a.i .:,r.l J~ 

J ~ ~ ~ 4.S"' --4~ IJ .,sj~lS ..s'~Q- • · u~ 45 ~ ._s~_,ul:..... ~. ~~ 

i,.... ~ .)~ '~,P 4.S"' ~.).)'! ..S}~lS ._s4o· • ,,·.)~ ~~ ~~~ iJY i.J~ ~ J~ 

J~ J • ..u IJ"".)J'! ~~ ._sjL. ·~l::; ..S~JJ ~ .)'! .J ..SJ~ /'J L.,.,.ra> ~~ ~~~ ..S~.JJ 

..SJI:,-il i ~ J ..s).rJI ~ ..s~ .s.A.IJ.o i J4::- j...a.i . ~~ 4.S"' ~I) ..s~~ ~..l.:o:' J-JJ 

~ ..S~ ~ J~ ~~ ~~~ 4.f ..l:.,y,r JL- J .~_,...; ~ IJ .,sj~lS ..s'fo· • · 

~LA o~b o~4 '~W. .,sl~o· • " '._sj~lS ._s\A 4 ~ ~ ._s\A j~lS jl ~~ 

.)~ 1.) J-J.) J~ ._sjL..... ·~l:; ~A J~ .J ..l:W 4.S"' ~~ J~l 4.f IJ ~:r) ~I; 

~.J"'I.r.-(~ J ..s;._g ~ ~ .,>-.' ~ . ..l:W 4.S"' C.~~ ..s~ j~\S ~Li 

. ~jb;; 4.S"' 44Li ~44 J~ • ..u ~IJI ..::...1~~ 
~ '" . \ . 
~~ ..s~ ~)~li....l jl ~ .)'! 4.f .,sl OJW.I J ~J>;JA .,siA~)~l;.,.,l .)'! ..SJ.J.r"' ~.J::; J~ 

Encryption .,sl..l'! ..s~~ J DES J-J·J ,;~ ~l.io '-'~ ~~ ~ ..::.-~ J~ . ..u ..l.All.;t> 

. ..u~ ~ ~~ 4.f .k Y..r" ..::...~.; ol_rl. <\Ali.)'! Cl ..SJL> ~~ ~ r ..:.-J-;:; . -.::-.1 o.Ml 



~\...A ~ J '-fo · • · J~ ~~ ~~~ .J~ : (Cryptography) ~.;~ :r.; 
~l.r. . ..:.-...1 ~l...:> t..,_;,,t4 ~ • ..L....i;l~ I; ~.fS ~~~'":-'~I~ 4$, ~.J.r.;oiS 

. ~~"" .~lA:.....I ~;~ ;.o; r-1P jl j~;;. ~1;1 ~.i ~l$~1 ~~ jl ~A 

·~lA:......,I o~L... ~ ~ J (m) ~ ~ • r~ r * ~ : Message 4. Plain Text 

• ~JJ 4S"' ;LS; ~j:.A ~~..!! jo J J ~;I;;! ;,o J ~l.r. 4$ ~li fi ~ J : (Key) J.:).S 

jl 4-.S .l-!.4 ~ ~r 4. J (c) o..l.!. ;,o; :_;;... • c_~l ,:r..l jl ;~:Cipher Text 

. ~~ "" ~~ ~~ :_;;... J J.)S ~.} 

.~ ~~ o..l.!. jo; :_;;... ._s; ~I; .~L.... :_;;... ._s; 4$ ~~~;~I : :r.; ~.;~1 
~ J ~l.,k ~ ~I; J~ 4-.S ~~ ~~~ : (Cryptanalysis)~;~~ 

, xS !J" ~ • x:S !J" .::....OJlA.o ~ J.tA.o J~ J o~ ~ .:r.oli I;~~ 4$ ~'-fo· " 

i,....; .r. !J"~ JotS ~~ 4S ~~ 4S"' ~.,;u. : (Perfect Security) J.l..b.o ~I 

~.WI~ • ~4 ·~~ ~4,;~ I; C1, C2, ... , CP o..L!. jo; ~ P ~ .}1· 4$ ~~ o..l.!. 

(~;~jo;) E ~;~I~~ 4$ ~~ .r. ~).~I; mp+1 r~ • Cp+1 :_;;... ~4.;~ 

I; ~L-..;.1 ~l$~1 ~~ Cp+1 :.;;.oJ ..l.!.4 :?- ;}- J.)S ~~j ~J..> ~ • ~jl~ f) I; 

~~~ ~ 4o~ ~~~ ~.r.l.r.. ~ ~~ ~~~ ;l}.r. .1.,.!- ,:r..l.r.~ .~J.i ~ ~ 

J ~4 ~ ;JJ.lo ;~I~ 41. ~~ ci; ;LS; ~~ ~~~ jo; ~l..r. 4$ ~~ ~~J.)S 

• ~~ 4S"' o~lA:.....I" ~ ~~ "jl ~;~Ill 

4S (work factor) ~;IS ;,.,;Su jl ~J,t4 ,:r..l J~ : (Practical Security) ~ ~I 

·~H ·~lA:.....I • ..l.!.4 4S"' ~Loj ~ .r. ~~ ;,o; ~~ ~ ~ ._s; ~ ~~ ~ 

jl [_JL> (~U.~I J ~L..j • ~L_.,) 1,· • "~ ~l.r. rj'l ~\;~I '-fo· • ·· ~~ J~c 

. ~;IJ.i I; jo; ....A..!S ~U~I ~J ~;I~ ~UI,i ~~ ~. ~~ ~ ~_;......~ 



i~l1.5tA~~ . ..w.4 V"" (.)~~ c:- Jl_,:....l ~ ~ ~.;-; :·(wiretapping) ~~ 

u ;.;t~ J,.,l ~L> J~ . .l.i)~ IJ (Active) JW 4 J (Passive) JW .;-); ~L> ,.,~ jl ~ o.W. 

IJ ~I .kLiJI ~~ 4J J;;S V"" ~ J" •• as i"'~ ~L> J~ ~J .l.i_,.!. V"" ..::..J4J~ ~U.')U,I 

IJ 4ol=; ..::...--j~ J,.,l _,.Ja.;- 4 ~\.4... 1.5l..r.. xS V"" il=; t::f-" ~~~ IJ ~_,:;- J ·~ ~ & 
. ~ ..:...-..; IJ ~~~ J ~ ~4 i"'~ ~J.Y' J~ J ~ I.S.r' J ~~.;:-

J~ ~ ~ ~ ~~ ~\! (JI_,; ~ ~J ~ ~~ ~\! (JI_,; V"" IJ ~ J1h.o ~I 

~,.,J.....> W ~1_,; 4-r-", ~ IJ :,.OJ~ .l.il_,:; ~~ ~} ~ _jl ~J. ~I 0-"1 ~ 

.~1 0-"1 ~ ~ ~ ~4 ~ I.S~4j 

~ ~~ ~L> ~I J~ : (Cipher Text only Attack) o..l.Z ;.o.; ;p ~ ~ 

. .l.il~ V"" IJ I.SJ~:,.O J ~J~I ~ J ~JI~ ..r. .k.> I.SJJ jl IJ o.W. :,.0 J 1.5tA :_ro .l.il.f:-" 

~L> ~I J~ : (Known Plain Text Attack) o..l.Z ~L:...,; ~ (? ~ ~ 

~~~ ~ , o.W. jo J 1.5tA 4.f.o jl (J~ ~ ~_;-!. J ~J~I ~~~ f. •J~ oJ;;$ e;:- Jl_,:....l 

. ~ IJ :,.OJ xS V"" ~ ~l1.5tA :_ro jl '-.S,:)I...w­

Wo.> ~~ J~ : (Chosen Cipher Text Attack) o..l.!. :r.; ~ ~ ~~~ ~ 
~ ,.,_~JJI ~~ IJ .J:,Y-J"' ~I :_ro ~U.')U,I J .a~ IJ o.W. :,.OJ ~U.')U,I .l.il_,; V"" ~,:) 

.~ IJ ~~...:-}~~I 

: (Chosen Plain/Cipher Text Attack) ~/ o..l.Z :r.; ;,ro ~ ~~~ ~ 

J ·~_rS ( • · ~)J J ·~~ ~l,;.;;.iiiJ ~.,...- :_ro I.Sr ~ .l.il_,; I.S"" ~~~~I J~ 

J-..:.S V"" • .a l..!.o I J ~I :_ro J ~L;.;;.il I J jo J :_ro 1.5 .r ~ ~ .~ I J o.W. jo J :_ro 

• ~ I.S"" IJ ~ o...\.4J ~~ ~U.')U,I jl o~lA:....I 4 J 



Q 

~ rl f1~1f' ..n s-:r · 
;r :\o-v i""" ~~ ~ ~~ ~r;r-sr-r ~r 51r ~~ rl ~J ..n s-:r r rrr-r: ~~ U!60l 

~......-::'~ !("("~ ' 51(";.t" f"r ~("~• ( U!60l ..r' s-:r' ( i-, lr-(' f' r sr-r ~(" I( s::-!""" ~~· 

~IC: ~r , ;r :\o-v 1~ ~ ~ ~ r1 ~r 1~r 51r;r ~1r ~~ n .>r-" ~r r1 

~~ ;;'"\C: ..r' ~cti' I-=!'\~· ..r' ~ r 1r-t:' ;r :\o-v ~~ 51rct'\~ -f'" ~r I~J ~~· 

~ fifl' c-1c-(' : ~r lr-0 <1r-:\~I""'=" I~ ;r :\o-v I~ S" -f'" ~~ I .....-::'I r(' ~tl' !C: 

~ rl ~ ..r' ~cti· 

co~::>{, s C'(' (6upade.t) : r:r lr-0 <1r-{ r: r ~r, ~~~r-:'1 ,.,. .:_.;-~ ~(" 

~']~';.t"~; 

tl' ......, ,.,rr ~ f' f' ~ r ~ ./ • r. ~ -f'" M r t-;-) r ..r' r r :r. ~ r" ct'\ rn I~ -;-!' ~ r-1 r r-, 

~~r~ (~1' ~~~r-:'1 !o')r~) ~~~r-:'1 ,.,rr~ ~ ~r: rl ~~ ~ s-:r . 

1.-::::)"] (a:>uaJaJUJ) : ~r 1r-t:' <1r-~~ i f" <v i-v ~~~f' >"" ~r r-,r. ,.,. ~1 

s-~· 

~~~r-:'1' l~r >-f"r ~~rr' r l~r >-f"r <'"ic: ~~~r-:'1' ~ f"1C: 1r-t:' ~ rl <f' 
;';"!· ~ I .....-::'I lr-0 ;r :\O'"V l'n'~r-:'1 ~ o')r" ("I to, lfl~ i""" ~r ¥I""'!'(" . ~ ("-{ r r:(' 

~ c-1c-(' (a6e>rea1) : ;r :\o-v 1~ ~~n.J sv !'\~:\ ~ f"1:r r., ~~~f' r:~rr' r:1~ 

s='"r ~~rn f1r ..n ~Cll':i • 

~..-: ..J' :r(~' ~..-: ..J' ~I ..n s-:r · ;rl~ <f' 1r-t:' ~ ~~~r-:'1 r1 ~ o')r" ..n ~ r 

.¥rrt; (6UJSMOJ8) : r:r 1r-t:' ,;,;-rr: ~ ~ r-~~ r-, !lMrn >"" 1<--,~• 

,.,. ~~ 1.....-::'1: 

~r ,, · _ o+J~ 51~ f'~ ~r, ;.t" ~r-:" ,, • · • o+J~ ~;.t"lf' , ~r-:'1 ~;...r ~ 
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mer l"i~ 1,....;..:.,7-r;.r • -.o+)S" .)1,;;:;;-rS" q ~ ~cr:r· cr 1;(' ~ 4r r'"1 ~ ~ . 

• -o~S" .)),t;;;'rS" ~i';"':l"' sv ...rrc ~fir ~r-!l"'l;('......, ~ r (f)Cf)r:" ;::.(' lrf'l 

~r!"'1S" ~ .>1,1;:;;'{5"' ct ~ s-:r· ~lrf(' ;'"Jirflr r c1co .....,. ! " -' o-+J 1f 

~ s f c r--r:r . I~ S\ ,!;:;;' E S" ,.., r-!"' _.r S" ;.r c c:' nrf' ;..(' c r: ~ c r c--:!' ,..(" ;....r cc; 

iic: ..-,;f' ~ 1~ cr Sl~f'1' sd"r '1m sv cr o-nf !C: ..-,;f' rtf( .,rt ~~ ' 

cr It(' ri, ~ ct)S" o+J 1~ cr ~ ct)S" S\~fS" t;C: fc'ir· ~ 

Q--'-~~ 

s-::ff"' ~.s1r.,..1rJ ;';'T·[v) 

~c r1 cr ';"",S _,c1cc; ":s'lf{J 1~ cr;r1;r ~s-:r· ~;r1r-c: !'l ~-uf' ,...::.f1c; !\r rr{" 
• 

1~ qrF' ct ;r1S" 1~ '"=);...s"' cr "!1rf 1r'"1.,s"' If ~lr:" Fr1 ~s-:r'' ~ r ~{!""'sf'';"'[' 

ifC''rr-~f" A: rr~S" s-::f {';.., trrrr:" c1r ~( !l"' cr-=' rr;!' sv O""''o<oa' a("! 



J_,k ~ IJ c...-.J ·..l.:.:;- J p.S d-JJ ~~·~ fliJI ~t! J ~I j\.:i ~J.J-0 .r-~~~.JaA.i ~ ~ 
..._.j 

,..,. 





c_,ho ~ J ;~I ~..l.,a; ~lf..:.J; ~~;~~I ;:J • ...l..!~ <l.:..!.b __r.:.; I; o...l..! ~;~:J 

• ..W. .l:AI.,> ~;J! ~;~jA.; ~lr, ~:J~ ~~JJ ~ ,:r-1 ~4.4 .;:J .:J_,.;. !J" 

~~~ ~ ('\;~~~ '-.$~~.) -r'_,_,_, 
~ jl. :J_,.;. !J" ~Y' ~~:J ...J_;> 4 ...J_;> ~ ·~L:AJI ..5.; ~.?:~ ..slfQ· • · .;:J 

::Jr, i\j 1.; .r..j ~lfQ· . '~ly jJ" ~J.) ,:r-1 . 

~ J ~4.~ l,)"l...a:>-1 ~lo.;W w .;> _r. ~ ,_;J; ~I ;:J :o.>,;_,.!~ jo..) ( * · 

w .;> ~l..r. Jl!.o ~lp- ~ .~1 ~~ jl.} ,4- ~;I~ 4.5 ..u ~ ~ )2.i .;:J I; ~ .;> .w .;> _r. ~ljl 

(1) Substitution 



.JJ.;-> ~IJ.......N ~ ~ 4.$ ~.Js. ~ ~ ~ jl ~ ~I : o~_,_!; y _rP y J r. 

J l:AJI .JJ.;>- ~I.M; z }I .~4 4.S"' ~~ jG; ~ .JJ.;>- o;W .;~ ..W.4 JJI ~~.;_,.,.~\.:All 

E: i ~ (a*i) mod z 

D: i ~ (a-1*i) mod z 

.;-A f-=-' ~~ J~ . ..:.-.I~~~~ ~4-~- _ . i~ ~L> ~I:~_;~ '-.S~I jo_; 

~'r. I;..::.-.!.~ JS ~ ~ ~;1.,.\j ~~ J ~J.:.JS ·r 4.$"' ..::,._!,~ ~_,l;l:..:.o.....; .;>' 4 lj .J .;>' 

·~JJI ~~~4~ 

('\.;..~~ !-5~~..) -f_,_,_y 
4-!J.J ~I~ jl .WJ.;> ~.,;- 4,j ~,.;.tf .JP .Y WJ.;> ~.} A4- ~4-!J.J .)~ 

r WJ.;> r.}J; ~I.;~ .~,_;.tf' ~.J..? RPCYAATNYTLS jo; ;,;..o ~CRYPTANALYST 

(1) Pennutation 

. ywy 



:t!Jb ..;; 

p y 
Py 

T j _____ Y. s YTLS 

'f) T RAAT . I \ -~ .. CN 

• .l..!i ~I_,> PYYTLSRAATCN 4..JS "~~ 4..JS o.l..!i rJ ,:r.l..r.~ 

~~ ~J~. ~.,:. ~ J:..~.:J A~ J_;> .c.::-~- J_;> ~ "~L:All .c.::- ..s4·- _ · J~ 

.~ ~..i.:J ~ J4 J~ -:-.1 ~ 4.! ~~ J:..i.:J ~.;> ~ "J:..i.:J J4 /> J~ "J_;> /> 

4.- _ . ,:r-1 ~ jl. ~~ j:..~.:J b ~A~ J4 J a~ J~ T ...j.;> Jt:.. ~~~ . .l..!i4 

: ~..r. ili ~I_;~ IJ .1d ..S~JJ 

fi(a) =(a+~) mod n 



fi(a)=(Kra) mod n 

r 1i(c)=(Ki-c) mod n 

..l,..;JI.) .)~ J _r.j ~~JJ J~ ~I ~l.r. ,.) _;! o.)L.i;:.....l f) ~.) ..J .;> J.) ~ ..J .;> J.) J...Y 
: r:-s 4.S'" o~ ~~ it; _;!~ ~ ~ JL.a:>l J.:l.) ~ AS 

Play Fair Cipher (' 

Hill Cipher ( Y 



m·mk· = c· I 'IV I I 



m.l 8 k. =c. 
I I 

c. 8 k. = m. 
I I I 

.J.J..A ~ J:J IJ (Linear Feedback Shift Register) LFSR ~ J.l~ c:Jip ~ 

K. 
I 



..1:~ , ~~ ~UI ~ ~LA~ ~.r-' o.J....;;$ ~~~ ~~J AS P(x) ~~ ~ ~ 

. .XS ~~~ IJ .::.JL> 2° ..l,;l~ t ..W.4 Primitive 

~J,_,. IJ ~ J oJ;_,.....!. ~ j ~\A~ '":-'L;.;;.;I ~lr. ~ ;)-- .}..,.Y ~t ~ 01,; If 

. ~b Jl} o~t...i:.....l 

uk~ ~.r- c;..o jl s~ ~ J ci }IJ i~ c;..o jl s~ ~ (~1-vJ:ii) ~~ Y.J ~ 

IJ J.,.Y ~ ..1:4 , ..W.4 "':-'_,>. jAJ ~ ~I ~l.r. AS ~J ~ .:r.,l "-! 0}W. . .M~ If 

. [ ' ' ] ~b i~l o~t.; ~ ~ J~ 



EXAMPLE 

FYBNQMF 

BFQYFNM 

· - I · I<' "· .~ f..J ,r-

:Jl!.o 

ow\.-!. C.~ DES J (\) RSA ~ jl i.>JJ.o ~J~ r.$J~/>J 1.$1?. ~ ..s'+!-JJ 

. ~_,!. ~c.~ [ ~ 1 DES J-JJ ~~ J~ ~w1 ~.$'?. . ~~ 

DES~~ -Y'-\-Y-Y-\ 

r.$J~ ~J r- _ " ~r.$J~ ~J 1.$\.A~IJ ~I J~ o..l.!. o~U::......I I.SJ~ ~J ~J~I 
("} 

J~ .~1 o..l.!. ~,; ~~~ jSI.r 1.$1.7. ~J~I 1)!.1.~1 DES~ NBS ~JI.J..i\;_,1 

(1)Rivet Shamir Ade.lman 

(2)National Bureau of Standard 



Key 56 bits 

' 

DES 
CipherText 

~ 

PlainText 

64 bits 64 bits 



. PERMUTED 
INPUT 

. ..l.!.~~ ~ r'f ~~1.? jllnitial Permutation ~ 

INPUT 

Kl 
\ 

\ 
\ 

\ 
K2 

I ic.>ft sn;it I 

eta 
\ 
\ 
\ 
\ 

\ 
I~H sl-ili I 

cb 
1 ~crt si1itt 

l 
I o21 : r-------:--------Kn \ 

:!: .. ------d:>--------1 \ 
1..____ _ __ J 

__ -_-:~-::~:.:_ 

....-----~--- K16 

\ 
\ 

\ 

\ 

OUTPUT 



OA 0· fY l"f yp 'A ' . 
P• OY ff l"P YA y. H 

PY Of fP l"A l"• yy 'f 

Pf OP- fA f• l"Y Yf 'p A 

OV f4\ f' l"l" YO 'v 

04\ 0' fl" ro YV ,4\ " 
p' or to l"V yy y' 'l" 

Pl" 00 tv l"~ l"' Yl" '0 v 

DES _;:J Initial Permutation (IP) (l" - '1) JJ~ 

:~ 

IP Initial Permutation 



Ki (fAbits) 

L· 
l-1 (nbits) 

.---t---------J.--4 L i (n bits) 

R. 
1-1 (n bits) 

(Standard Building Block) SBB ~1)\~ 1..5'~ {l"-r) ! ~ 



r'Y ' 
'f 0 v A 

A ' . ' ' "' '"' 
"' '"' \'f \0 \r \V 

\r 'v 'A '4. y. y' 

y. y' yy Yr Y'f YO 

Y'f YO Yr YV YA Y4. 

YA Y4. r'• "'' r'Y 

E - Table Bit Selection (r- f) JJ~ 

~ S - box ~b J J.:J.,_;.If o.)U::-.1 S - box ~ t..S.)JJJ ~~~ ~ Bi ~~ jl fl..l.S' r 

. .Alb }If j4 ~ 'f ~ J.;> 

~..y LAS - box .h...,_; ~J.;-> ~ r'Y ~ t..S.)JJJ 4. 'fA l)!l,r.~ .[Sj(Bj)] 

Bi = b1 b2 b3 ~..Y .-'-".)If ~L!..J IJ ~s - box l)!k:.-Zl!i ~~~r- t JJ~ .J.:J.,_;.If 

...___-'-



Row 0 2 

s1 
0 .14 4 13 
1 0 15 7 
2 4 I 14 
3 15 12 8 

s2 

Column 
3 4 5 6 7 8 9 10 11 12 13 14 .}5 

I 2 15 II 8 
4 14 2 13 
8 13 6 2 II 
2 4 9 7 

3 .10 
10 6 
15 12 
5 II 

6 12 5 9 
12 II 9 5 
9 7 3 10 
3 14 10 . 0 

0 7 
3 8 
5 0 
6 13 

0 15 8 14 6 II 3 4 9 7 2 13 12 0 5 10 
3 13 4 7 15 2 8 14 12 

2 - 0 14 7 II 10 4 "13 I 5 
0 10 6 9 II 5 

3 13 8 10 3 15 4 2 II 
8 12 6 9 3 2 15 
6 7 12 0 5 14 9 s3 

0 10 0 9 14 6 3 15 5 13 12 7 II 4 2 8 
1 13 7 0 9 3 4 610 2 8 5 14 12 II 15 
2 13 6 4 9 8 15 3 0 II 2 12 5 10 14 7 

12 3 10 q 0 6 9 8 7 4 15 14 3 II 5 2 s4 
0 7 13 ·::14 

1 13 .8 II 
2 10 '6 9 
3 3 15 0 

Ss 
0 2 

14 
2 4 
3 II 

Ss 
0 12 
1 10 
2 9 
3 4 

s1 
0 4 
1 13 
2 
3 6 

Ss 

12 4 
II 2 
2 
8 12 

10 
15 . 4 
14 15 
3 2 

II 2 
0 II 

4 II 
II 13 

0 13 2 8 
I I 15 13 
2 7 II 4 
3 2 14 

3 0 6 910 2 
5 6 15 0 3 4 7 
0 12 II 7 13 15 
6 10 13 8 9 4 

I 
12 
II 
7 

15 
2 
5 

12 

14 

7 
13 
8 

7 
4 

10 

9 
7 
2 
9 

15 
4 

12 

10 
7 

13 
14 

2 
12 
8 
5 

0 
9 
3 
4 

II 
13 
7 
2 

6 
9 

12 
15 

8 
I 
7 

10 

6 
I 
8 

13 

8 
5 
3 

10 

13 

10 
14 
7 

8 5 
5 0 

15 9 
6 15 

0 13 
6 
7 0 

II .14 

3 12 
14 3 
10 15 
9 5 

4 6 15 II · 10. 9 
8 10 3 7 4 12 5 
I 9 12 14 2 0 6 
7 4 10 . 8 13 15 12 

8 5 II 12 4 15 
2 12 I 10 14 9 
3 14 5 2 8 4 
5 II 12 7 2 14 

3 
15 
12 
0 

3 
13 
4 

9 
5 
6 
0 

15 
10 
5 
9 

4 
14 
10 
7 

7 
12 
8 

15 

3 14 
6 II 

10 13 
9 0 

13 

3 
6 

10 

14 
0 
I 
6 

5 
2 
0 

14 

() 

9 
3 
4 

7 

II 
13 
0 

10 
15 

5 
2 

14 
8 
0 
5 

5 
3 

II 
8 

6 
8 
9 
3 

9 
6 

14 
3 

II 
8 
6 

13 

I 
6 
2 

12 

5 0 12 7 
0 14 9 2 

15 3 5 8 
3 5 6 II 



v ~. ~' 

~A \V 

\0 

0 \A ' . 
A 

~v 

\4. 

" ~0 

P - Table Permutation (f-'f) JJ~ 

S-box ,_r:-J.;> . 
x1 x2 ........ x32 

P - box,_r; J.;> 
X16 X7 X2o· · · · · · · .X25 



Final Inverse Permutation (IP-1
) S~ ~ w~ .;5 WJJIJ ~l..r. (..5!\+ ~~ ~l..r. ~ 

.~~~ o~l4::.....1 J~l ~l.,r. f-0 JJ~ .45 ~~~ o~b 

f• A fA \r or '1'f rf r''1' 

r'\ v fV \0 00 '1'r' rr r'\ 

r'A r fr \f O'f '1''1' r'1' r'• 

rv 0 fO \r' or .,., r\ '1'\ 

rr 'f'f \'1' 0'1' '1' • r· '1'A 

ro 'fr' " 0\ \\ 0\ '1'V 

r''f '1' 'f '1'. ' . 0· \A OA '1'r 

rr 'f\ \ 'f\ \V ov '1'0 

· Final Permutation (IP-1
) (Y'-0) J.J~ 

J~ .JJ-S ~~~ ~ j ~ ~~~ o~l4::.....1 f!J~I ~ jl ~~_?Decrypt ~l..r. 

. ..l.!.~~ ~Jl.A:..o SBB 

(Key Selection)~ y\;,;;.;l 

r'f ~~JJJ.Jw).Sr-o ~~~.,;~.~~~i~l)p ".JI~_rbJ~~~~~ 

. ..lilo..l.!. o~b Jl} r'f J ... J \ r ~A~~~~ J~ 45.(\ l..l.!,~~ ~} ~jly ~~~A 45 ~I~ 

J .J.:.S~discard IJ ~jly ~~ <r-r JJ~) (permutation Choice 1) PC - 1 

. <r-r JJ~ ~.,!l1 J.:k .r.> .cl~ ~J~ ~_or ..l:;1S' ~ 

1- Odd Parity 



ov 'f~ 'f\ rr YO \V 

' OA 0• 'fY r'f Yf \A 

' . 0~ 0\ 'fr ro YV 

'~ ' ' f. OY 'f'f rr 

. rr 00 'fV r~ r\ Yr \0 

v fY O'f 'ff r'A r'• n 

\'f f\ or 'fO rv "~ 

" ' \r' 0 YA " . ' " 
(Key Permutation) PC - 1 (r'-r) JJ~ 

'fA <.5\A..L:)$ )~' <.S'..r. 45 )~If~~ YA OJ} J) ~PC - 1 ~Of ~J.ri'­

.~~if.;lp \f ~J)~~ 

Ci = LSi(Ci - 1) 

Di = LSi(Di- 1) 

J Ci o~i .~~if r'-V JJ~ ~\.k..o .;tp \ f jl r'~ ~ J) IJ \..2.~ )I..W \..2. LSi 

~ J .JJ~if j.!~ (r'-A JJ~ ~)(Permutation Choice 2) PC - 2 ~ Di 

.)_,.;If~ Code book t.fJJ ~ ~~~ ~U:. DES .~~if~~ 'fA ~J.ri'-

fV 



; .: 

iteration Number Of left Shifts 

0 

y 

v 
··: .~·· 

" 
y 

I• 

II 

.• 
I y 

11" 

.. 
If 

10 

lr 

-~ -. 
.. 

Key Schedule Of Left Shifts (Y'-V) JJ~ 

\'f \V " Y'f 

YA \0 n ' . 
YY' '~ H Yr 

" v YV .,. . 'Y' 

'f' OY Y'' Y'V 'fV 00 I ., 

;~ ' 

,r,·. : 

Y'• 'f• 0' 'fO Y'Y' 'fA 
.. . ~ 

.. , 
=, .. 

'f'f 'f~ Y'~ or Y''f OY' 
''',-.. 

'fr 'fY 0· r-r .,.~ Y'Y 

Key Permatation Choice 2 (PC - 2) (Y'-A) JJ~ 



:DES Y::!)~ 
Q ~ 

~ J ~~ ~Li; ~ o..L.!. \~1 DES ~ 45 '-''~ ~.?.._; . .J.:.S4.5" Li:l ~~.h....._; 

d·- &. .h.....,.,:..o 4 ~\.;~I~~ .k>!r 4S ~lA.;,_r..;lS .;~ jp DES~ ,:r._l ~~J 

: xS ~-~~ ~ ~ ~; -.sl_r.l; _r.j ..S~J; NBS J=l~ ~~ . .;,;I.;, .;,_r.;IS 

(Electronic Code Book) ECB .;,~ J-J; _, 

(Cipher Block Chaining) CBC ~~ J-J; -"1' 

(Cipher Feed Back) CFB ~~ J-J; -r 

(Output Feed Back) OFB ~~ J-J; -'f 



~~ <,SIA-l:)$~ fo.J ~ ~ <.,SI)~ J~ _/" o..Li .rJ) o..L:.::,...,} ~.)\.A::.A jo.J ~ .)~ 

<.SJ.J 1.) ~~ ~IE ( _ · . ..J::-. }If""' .)b~ <.5~~ ~.r-- o..L:.::,...,} ~I.)~ .~ 

~. 



K K 

:rul,) ~~ !)~j .).;J-4 .;.) . ..l.!.~ !)~j ~Jjl ~ .).;J-4 .;\::..>\..... 4S ~A~.;.) Jl> 

rl::? N: 26N = 2RN = 24.7N 

I 1.>11 L 2 rN 2 1.5 N .) ,)d-- (.$ r .... : = 

2rN 
.;l.)d-- rl::? ~ !).).;Ji ~~ J~l: p e = ~ = 2(r - R)N = z3.2 N 

r ~./" .~1 !)~j ~Jjl r J !)~j ~w J.1.k.o tJ R ~~.>~~rl::; ,)1..w N ~J; ~~J.) .;.) 

(Shamir) r-U ...;J.; - ' 

(Ong-Schnorr-Shamir) r-U- _;..!1- ~I,_;J.;- ' 

(EI-gamal) J~I.T'\.k ...;J.; - r 

R.S.A ,_;J.; - 'f 



~; ~L;.z.ot -f-Y-Y 

~1-'\' 



:~.;LA.:.o jo.; ~7 .. ,_., jl od o~lA:...,I \.S~.J.J 

.J.:.S,.f lf"Jf.IJ r.\...a..ol ~ ~U ~ ...}JJ ~I J:J :Arbitor jl o~\.4::.....I...}JJ- ' 

(Diffie - Lamport) ~J~ - ~~ ...}JJ - Y 

(Rabin) ~~J ...}JJ- r 

.~1 o..l.!. ~~I DES I.J""L..I,r. e,,rb ~I :Matyas - Meyer ...}JJ- 'f 

:~.;LA.:.ol.; jo.; ('"_. ,j\ od o~lA:...,I \.S~.J.J 

R.S.A ...}JJ - \ 

i~ ~4J J\;.>.L., l.SftJ~ ...}JJ- y 

;Y. ~ -f-Y-f 

~ ~ ...}JJ ~I J~ . ..1..!.~ [""']JY, ~ .)-JJ r,JlS J~l ~..l..,.a; l.S'+!oJJ )I ~ 

J~ . ...L.... ~~ JY. J I.,S!L..L:....!. ~ ~ Jl .)I •J),i! l.SL.,.;lZ ~J,J-4 ~Li~l l.SJI.,tgJl::>-1 J~ .)I 

.r}- J~ J .~Y. -U~I_,.> ~ jl o~\.4::.....1 ~ ..)~ • ..ul~ IJ o..l.!. <\:....ol_,.> ~\s.~I.)'!JlS' 4$ JJ.r" 

J~ •.J' y J~ J ..:-!Ill -U~I# ...}Jl::>-1 J~ IJ Jl l.SL.,.;lZ ~JJ-4 ~Li~l ~ ~J~I 

~IJ"!..l....o J ~I~IJ ~~ ~ J~ 4.! ~b -U~I_,.> i~IIJ '-'~~ ~l;.>l ~l.oi..UI iJY ~J.r" 

J~ ci~ ...}JJ ~~ ~JJ-4 J~ ' . ..u ~ ~ ~ J~ 4:..:>-J J ~~ '-'l.r.lntruder ~ ..l.,aj ~ ~ 

~J jl ~ .J..!.~~ J~ ~ ~lft..l.o J ~l,r.JlS' '-'l.r. JY. ~ (.$JI~ J .laA..> 

J J~ ~I (.$1.)'! o~\.4::.....1 ~J,J-4 Jljli} J ;ljl~ J ~ ,r..:~~IJ o~ JY. ~ jl..:..,l;li> 

~LJS ...}JJ jl 4$ I.,S!\A~ pi J~ .J..!.~~ o.J.:.:.S o~\.4::.....1 ~} o~ ~~ jl (,.$~~ ~ 

~J~ ~ ..U_,.!~ (,.$)~ ~ J~ o..l.!. joJ ~J.r" ~ JY. ~LJS .J.:.:.S~ o~\.4::.....1 JY. 



PRSQ J RSQ ~~JJ ~ -Y"-Y"-' 

d-JJ Stream Cipher 1-S~JJ jl ~ ~ J.:~} ;S~ "'-\-'\'-\ ~ J~ .S ;pl..A 

15u.ys ~~j ~) d-JJ .:r-1 Jts:.!.l ~J 151.r. . ...\...!14 ~ RSQ(Random Sequence) 

~~ PRSQ(Pseudo Random Sequence) d-JJ (Encryption 15l.r. j~ ~JJ'" 

.S ~I ;S ~ i j'.J .~~} ~ f-":-' ~I ~rP J-AIS "':-':" J'" ~~ 15.;$ J~ .S ~I o..\...!1 

~JJ--"" Character Oriented L: J Bit Oriented ~J.rP J~ 4: ..c.;l~ ~ ~JJ .:r-1 

. ..l.i;J ;1} o~\.A.;....I 



4\.t~ ;I-LA~ jl o~Li:......l ~ J ..l.Z~~ Character Oriented 15~4-· "_ ; ,_}J; 

.c.....l15jL.o_~~ ~IJ ~~~~I j::i ~o~ ..ul_,;~ ~ 15\A~ _r.;lS' ;~ 45 15;l}l~ 

. ..l.Z~ ~~~ PRSQ ,_}J; ji..UI_,J~ ,_}J; 0-tl 

~JI c_.;b -f-f-'-' 

,C~ts.'}\.bl ~4j~ J o .r->-~ 4 ..::.Jlu~ J JL.;I ~ ~ ;~ •..lt~} .;5~ Sy 45 ;_,h;w 

,_}J; ~ jl o~Li:......l ~ tA..LS' ~y.-; Ciphertext ~Plaintext ._k..y I5~J; jl ~ 

. ..l.Z~~ Encryption ~ r ,_~ 15;l..ltJS 

~ ,_}J; 0-tl ;~ .~ _;S o~Li:....l Random Sequence ,_}J; jl ~~,;~ ;~ 0-tl15l.,r. 

15 tA J.:.1S 15 r 0-t I .o.4T ~ c.....~ o..l.Z JS ~ J o..l.Z ~ ~ ~Li;l 15 tAJ.:,lS 15 r ~ ~ ~I 

~ ~ ~b ~ Cl;~l ~ ;~ ,J.:..!,~ ~ ~ ;~ ~~~~~I ~~l15l_r. ~Li;l 

0-tl ;~ . ..c.:T~ ~~ ~l..r. 15;l..lt.)-4; 15l_r. o~Li:....l ~;~ 15\AJ.:,lS ~~ o..l.!. .)-4; J ~I~ 

J~l r3; 15l_r. .~b ~I.,.> ..lt~ J.:,lS 15~4j ~ ~ jl::J ·~4j~ 4 ci4;~ r!~ Cl;.rt' 

.~1 o..l.Z o~b ~W f-A~;~~~ JS 15W 45 ~~~~If"_; f..j ,_}J; J} 



ROM p. 
J Selector 

1<, 

K2. K· cj 

) I 
I 

' 
I 

l<n 
~··I~ .J"..J 

Encryption 

ROM C· 
Selector J 

l<, 

\<2.. pj 

) 
K· I 

' . 
I 

Kn 
~··I~ ?..J 

Decrypt1on 

Encryption ~l..r. ~,:,l.f· ~...; ~J.; ,Y;I c...r1 (f-A) ~ 

r1-- . ..l:..!.~ .r-:iV J.u Lll..l:i5' ol_,.~b ~1_,.. .;.:l 4S .J....!.~ Programmable t..~ jl ..ul_,;~ 

~l..r. W .,:,_,.;, r~l Laljll ~~ \.: ~lj ~l..aj ~Lul..,.,U .;,:, ~~ Lll..l:i5' ..r--;,; 4S ~~ 

.;I..L.o ~;.; jl lril Decryptor 4 Encryptor ~ .;\S rWI jl ~ ~I_,;~ ROM ~L.i.> 





ROM 

\<., 

\<.2. 

I ) 
. 

\<n 

ROM 

\<, 

\<2_ 

) I 

' . . 
""' 

S I e ector 

Pseudorandom 
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J..:-.. I_,.;. ~ L$ ~I f.J L.S 45 ~.;.,...., .; ~ . ~.,.:. If o ~..,; f.J IS jl .;Y. ~ J..4 L; ..r. I.S I r:- I 

~ r'-Y-r' ~ .;~ 45 ~~~ J-J.; .:r-1 ~}...J. ~.,.:.if ._;j_,:;..o f-:-" 4 ~~~ 1.; o..l.!. 

4 .;~ ~ jl ..r..;IS ~I i.J.s. ~;.,....,;~..:;.......I~~ . ..l.!.41J'" .,r.;IS ;~I ~J...;a; 4 ..l.!. 

. ~ .J ..~.:AI_,;.; ;I} j ~ .r.S-~ .,;-. ~ ._,;, ro ;~ ~~~I 

;~ "'--oL;f. ,- ) • ~~ ·~.;! I.SjL... o~l:; PwdiApp I.S~..r.;IS 4oL;_r. ;~ 1.; J-.J.; .:r-1 Lo 

• ..l.!. 4 If ~ .J>;.,... ~ ~~ 
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OSI ~I ~~J.;-' -'f-Y-' 

:Data Confidentiatily L\~~~~ 4,)~~ J.,jlo_rr...o-' 

.;::J ~I_? ~l...i:>. 4 j~ _r-S- I.SL!.jl jll.; IAo::JI::J ~l...i:>. ~J IAI.)'""!J.)""" jl OJ.}~~ 

~~.)'!~ ~ .;::J /:)~ .J-0 1.54-o~ ~/:).? <l,jl,., ..f""-4:Jl!.o .J.i.;I::J 0~ f.~~.)'!~~ ;.j ~ 

·4 ~~')U,I ~~ .;::J ::J~ .J-0 I.S!Ad::J 4 

:Authentication _; ~ 1- ~ 

..>.:.St.f ,f- 45 ~ ~ ~ 4\,j J ~~ ~~ ~ ~ IAo::JI::J J::Jli 45 ..l.!~ ~~~.At~ 

.)~~ t.~ 4...,., • ..l.!~ ~ r~ e;=-o ~.JA ~ ji.At~ 4 . ..a::J ~L!..; ::J_,> jl ~ ~~ 

~b 1.; _;")[~ "r.- .;~145Pear Entity Authentication l.:.o.JI "r.- .;~1- Y - \ 

. ..>.:.St.f 

Data Origin Authentication r~ e;=-o .;~1 - Y - Y 

Pear - to - Pear Authentication _}.IA..o ~ ~ .;L:;:s-1- Y - r 

:Data lntegtity L\~~b u=-_;~- f 

~l_r> ~ ~~ j~ ~ ~ ~ IAo::Jb ~..U::Jt.f ~~~ 1.; IAo::Jb ~.;::J ~J.r' 

. ..l.:....!.~l.f ~/:) _;; ~ ~ .;~ IAo::Jb ~.;::J J .;L:;:s-1 r ~ .J.i_,..!~ 

:Non - RePUdiation _;l.S:.;I r'~- f 

.--4il.f ~ .;~14.1L .J:.St.f I.S)::J::J,.,.> .bli~I.;::J ~ _r. jl ~ ~ jl ~ 45 t.f\!a 

VA 



:Access Control~_;-.) JF- ~ 

~I 4Slf-tJ.;- OSI 4SlA4t~ 

IS"* ..?-J J.? .J.~~ r..l$. lAoJIJ ~JJ J~l i)J ~ .v La T'-" 

./ ./ ./ ./ ./ ~..SJ.,r.JlS 

- - ./ ./ r.w - 1ft 

- - - - - ~ 

./ ./ ./ ./ J\A:jl -

./ ./ ./ ./ ~ -
- - - ./ oJIJ .kl;JI -
- - - ./ ~jJ -



~··~ .r- l.&-!J.r-

.s)l......L:...... J? ~Y-: G. I ) . ..f-'JJ J? .. L.a... I .s)~j-") 

- ../ ../ - - - - ../ 0~Y. ~Lo .r 

- - - - ../ - ../ ../ ~o~b ~.)~ 

- - - ../ - - ../ ../ G. I .J. 

../ - - ../ - ../ - .;~1 i..lso -

- - - - - ../ - - ~.r-~J? 



~ I.S.f.t~ ~ ~ ~ J ..c..!.~ ~b .kl.:JJI ~~I C ~~ jl JiQj 8 JA .J.nr-I.S J~ ~ 

J~1 r~ 0-!1 C .J.nr-I.S J~ o.4~ ..c;... ~J ..l:S joJ IJ r~ ~A .}I.J..Z~ ~l..u ~~J 8 JA 

~JJA C .J.nr-I.S .}IIJd .~II.SJ\!; joJ t._.,; 0-!II.S..#--4~1 .Ja4j C .J.nr-I.S r!IJ J~ J ~,_;. 

t,._,; 0-!1 J~ r!IJJ~ 1..1'"? .J..Z ..tal,> ~U .;.;.;.S~J~C jl45 ~~~ ~'~ .rJJI) ..l.,a.i ~ ,­

. ..l.!. .MI.,> fi--4~1 ,..u,_; ~~Host J~ ~ .k~) J~ c}l:-o .ktz ~\!a I.SJ\!i joJ 

.~1~.;-l:..o I.SJl!ijoJ t_,; 0-!l..c...!.~ fi--4~1 ,1,~) .k_,.la> ~~ 

., . 
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IT I sl M 

M 

Data link trailer : Error corection 
~....:::=--- Message 
~~=-- Session header : Synchronization 

,___ _________ Transport header : Periority 
'------------- Network header : Routing 

L------------ Data link header : Frame marker 
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End -to- End Encryption ~I"-! ~II.S.;~~.;- y 

~ ~~4 ~ J~ ~~I ~~I <.SI.,r. ~I~ <.S.J~ jo.J c.r-1 r-'1 jiAS J.,tbiw 

~ IAf~ <.S.J~ jo.J t.~ cr-IJ~ 45 ~~~ ~ 'f- 'f ~ J~ ci~ ~ -~~~ o~U::.....I.k~JI 

~:.~.,..l.5 ~';j 

~Wd..,!';l M 

~~';j lsi M 

Jl.i::;.;ld..,!';l lr I sl M 

~d..,!';l 

~';j 

o.>b JL..o.:;l M 

~J:!:9 d..,!';l M 

Af 



~ 

.h...._,; J J:J_,.!.~f f'J .J.J".:'.:"\5 ~I .h...._,; 4S ~4--o~ iw < ~~ ~ 'i,.-..o 45) ..1..!.~ <~...>L! 

n 
lA~ .)I..W ~l.r.J\5 .)I..W ~ljl ~ 4S .)J'! ~I_,> ij';/ ~2 (n - 1) f.J\Sn '-'l.r. ~~.r!~ 

<n<l..i~ ~~ (.$J~joJ 4S ~I o..l.!. ~} J; ~~ J.) .~~If'-'~~~ J.u ~ljl 

1- Uirtual Crypto graphic Channel 2- S[rlgle Key Encryption 



~I~ ~I 4SJ~ joJ f.SI~U. 4SJ~ joJ 

..::.......lo..l.!. yo J o.>.;.;:.,..,} _j ~\5" )~ ~~ ..::.......1 Jou • .>.;.;:.,..,}_;~IS J:. ~~ J>bJ~~I 

..::.......lo..l.!. yo).}~ <.S\.;.•} ):. ~~ -.::......1 Jou .;~ .s\.;.•(} ):. ~~ I.;._;~IS 

:.~-.;" Jwl • .>.;.;:.,..,) L.J.,; .h...._; :.~-.;" Jwl • .>.;.;:.,..,) _;~IS .h...._; 

J:SI.f" JwiiJ <.SJ~S.:, yo) .r.JIS IS I - • J:u · J.J <.S '.1. '-":,.)) • .r.&' 

J:S-.;" <-:J l..;.;;j I G I.SJ IS:, yo) J.J IS 01.r.J IS w .sl.r. i..SJ IS:, yo J .J..:.... .J s.._ IS . -. 
J.J ~ 

<.SJi)lrJ .sjl..o:.~ ~ y$ ~~I ;ljl..::...>...... )~ ..Lily-.;" 

:. y$-.;" ~ ~~ ~ i..SJIS.:, yo)~ J.Y' ):. J.JIS r 1~ ~ ..Li~l.f" YJ ~~ rw ~ 

..::.......1 ~:l:::>-1 ..ys-S..,. "': •.r.JIS i:.Jj ~ .. ljl "': _;~IS <:.Jj ~ .. ljl "': J!Lo 
.::......I j~ :. J.Y' ..ys- s.... .sjL·~~ 

:.J)I.f" ~.r:-.J "': J~l.r.JIS .s\.r. :. J)l.f" :. y:-.J "': J~l ·} .sl.r. 



f.J LS' .)~, - 'f 
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Lb Domain .;)~~~(Process, Domain) [..Jj ~ jl Subject .r-"' 

:Jl!..o 

Domain 

R OWN 
R R 

w w 
Subject 

R OWN 
R RW 

w EXE 

. ...~...!.~~ (M2,F1 ,F~ 4.:..4b P2 ~l.r. J_,; Jl!..o J;) 
I 



~ 45 ~JU; ~I~ ,c-...1 ~ J..u ~L!..o J..u ~I :~J; ~~.) ~)'l.o J-M~- Y 

IS.)I.M..J jl .),r:> .;;=-.).;-A . .) _rS J~l ~~~ ~~ ISJJ ~~_,;~ ~1.;;=-.) jl o.)U:............I 

Monitor ~li .r. ~ ~.;lla.i ~ ~I.;,_,;.....) ~ J c...... I o..l.!. ~ 4JIISL\ Operation 

~I.;.).)~"" ISL\ Operation . .)~If a Access Matrix Monitor~~~ 45 ~ 

:c...... I .J!,J c..rZ ~ J ..u 

1.; oj~l ~~ J ..l.!.~ ~~.) JlA:.il J.U 1.5'!~.) oj~l '"-'J~ ~ 45 c.-.1 ~J :Transfer 

~ 1.5'!~.) ~ j~ 45 ~ ~Lo LoJjl o..U.;IJ!IJ L.J~ ~I.;.) . .J.:.S jAz..o ~Sh.) "-'J~ ~ 

.c...... I* ~Transferable ~':As- . ..l.!.~~ ,c...... I ~~ 

~b Jp.S ~ <\.Ali .r..J!.J ~ 4 ..l.!.~ ~b Own c::;..o ~ "-'J~ ~ ~J :Grant 

• .J.:.S If .;IJ!IJ 45 c...... IIS ft:>; ~Lo "-'J ~ ~I .;.) .J.:.S JAz..o 1.; ~~ ..ul_,; If ,..l.!, ~ 

,c-...1 ~~ &Lo 45 C:!l:..o jl ~ ~ ~ 1.5'!~.) oj~IISJJ ..ul_,;lf c::f-" ~ ~Lo :Delete 

• .J.:.S w.l> 1.; IS_h.) L.J~ 1.5'!~.) oj~l ~ J .J.:.S Jwl.al.,.>lf 45 IS~~ 

rW jl ~.) .;S I~ t_~l J ~..ul.,.> oj~l ,..l.!.~ IS}?; Owner L.J~ ~}I :Read 

. .) .) b b c::;..o ~~ ~ L\ (,$'! ~.) 

~~ ~ J .)~ c:,i ~Lo J .J.:.S .)~IISI"-'J~ ~ ..ul_,;lf "-'J~ ~:Create Object 

• .J.:.S .U WI ~_;Lo ~ iJ ,_,;...... ~ '-:-} _; 

. .J.:.S w.l> 1.; .).,.> ~ ~ "-'J~ ~ ..ul_,;lf "-'J~ ~:Destroy Object 

. .J.:.S .)~11.; ~~ ISL\1.5'!~.) oj~l J "-'J~ ~ ..ul_,;lf "-'J~ ~:Create Subject 

.)~Li 1.; ~~ ISlAI.S'!~.) oj~l J "-'J~ ~ ..ul_,;lf "-'J~ ·~:Destroy Subject 

. .J.:.S 



VAX,~~.; A.w.AlS' ,d ~ VMS L.~ , .. ,,., . ~~ ~\.;\,S~.ol-'f-Y"-'f 
....., ..r ....,-•.: tt..;;" ..r. ~ ' ... '-" ----



r ,-~ .r ;:J .:J_,.;.~ l,r.-1 J Load ~L> ;:J VMS .6....._,; SysBoot.exe j.!U ~ 

4-ot; f. o~T J .J.:..S~ Load I; ~l,r.-I~Sl.u . .ou f. jl .f..t_:J ~S:JI..W J Sys.exe j.!U SysBoot 

~~ ~SI,r.-1 jl ~ J o:J .,5' I~ I; Startup.com j.!U .,r-=>-1 4-ot; f. .:J_,.;.~ l,r.-1 Sysinit.exe 

jl.~l ~ ~Sjl..ulol; 4.i-" J ;IS ~44 .f..t.:J ~145 .J.:..S~ :J; Systartup.com ~ 1.; J.;:S 

45 ~~.,5'~ ~ rj~ . ..c..;.~~ ~lf.;IS o:J\..4:.....1 o:Jl.ol .f..t_:J ~S4J~ j 4 ;_,JI.J?I J,_.:S ~~I 

[ YY 1 ..c..;.~~~ o;W J ..u~ ,rt; ~SI;b VMS j..o\s. ~ ~S4l!U 

~1;.,:-.:J ji~SI~:J ISJL> COM ~S4l!U . ..c..;.~~ ~l,r.-1 COM J EXE ~SIA..u~ 

MS - j..ou ~ ;:J 4l!U Bat ~L!..o ~..,Z 45 ..c..;.~ ..c,ji_,J~ j..o\s. ~ ~SI,r.-1 J.u 

~SIA j~IS ISif. VM/SP j..o\s. ~ ;:J 4l!U EXEC 4 ~ISlA j~IS ~Sif. DOS 

[ 'Yf l..c...;.~~ IBM ;:Jl.o 

wL> ;:J Audit Server ru ""! r,r-J.J? ~VMS j..o\s. ~ ~Sji..Uiol; c!.JA ;:J 

( _ . ;:J .:J;b o~ I;~ ;:J ~I~S4J p ~I ~ r,.r-J.J? ~I .:J_,.;.~ JW 

jG:-o ~lf.;LS ~L...l;..!. ~Sif. Password :J~J ~;.J-'<" ;:J J Username jl VMS j..o\s. 

~S4-o~ f.JIS ;~ '}J-:;41S ji..Uiol; o~:J ISJJ j..o\s. ~ ~ jl ~ .:J_,.;.~ o:J\..4:.....1 

Lf.iT ~_?+o 45 ..c...;.~l.S"' o..l.!. ~~ ~ ;:J DEFAULT ,Systest $ystem ,FIELD 

.~1 o..W ~~(System Manager) ~ ,r.'>l; ~Sif. ;j.J! ~~ . ..l.!.~l.S"' System 

~ ~;bl ~ J .J.:..S :J_y> (d _ro I; :J_y>) Login~~ .;j.J! ~I~ ..ul_,;~ ~ ,r.'>l; 

,u ""! ~S;IJir; .h....,; .;ts'~l.~l ~ ~SIA;j.J! ~;bl ,~ ,r.'>l; ~u;Jj' ~ .:Jji:J ~ 

ISif. . .J.:..S~ o.,r->~ SysUAF.DAT j.!U ;:J I; ~If.; IS ~\s.')\.b14S ;)_,.;.~ r~IAuthorize 

.;)_,.;.~ :J~I UAF ;:J ..UJ ~~ jl ~ :J;~; ~ f.JIS _;A 

:jl ..c.J;~ ~ll"'f4 ~SIAJ..lJ jl ~f. 



Username - Password - UIC(User Identification Code) - Login 

Flags - LGICMD - Primary & Secondary days -Account - Expiration 

Pwdlifetime - Authorized Privileges 

jl._k.J 45 ..:......1_;5~ ~ rj'J .~b Open Account~ nopassword ~ ~t_,J~f 

Reference monitor database: 

User authorization files. 
rights database. file protection. 
access control lists ... 

i l 
Subjects: -=t ---- Referenc() monitor 
Users, processes. 
batch jobs .... 

l 
Security Audit I 

. ..:......1 o...L.!. o~b ~w "f- 0 

Objects: 

File~. progr.1n1~. 

tem1inals, faces. 
disks. mailbo.·r,s .. 

VMS Jo~ ~ J~ Monitor Reference r* ("f-0) ~ 



Local 

Dial- UP 

Remote 

Network 

Batch 

:~I ~ .r..j (.Slf..ZJJ ~VMS Jots.~~ Login J If".;-~ 

Detached 

Subprocess 

J~ ~ ~~bJI} ~~.If" .r-~ J~ ~~J~ ~~~ ~ J:,J'!r jtL...J jl ~-' 

(.SI_r. .l.ii_,J~ Jl ,~ .r..J..o .h...._,; Jj.J!. ~_rY (.SI~I J~ . ..l.!.4~ o..l.!. ~_rY ~l.r,JlS (.SI_r. 

~ '~ 4 ~~ JlS j~ ~J..o J~ J~ .l.ii_,J~ j~ f.JlS.J.:S ~.rY J~ ~ 'Jj.j!. 

Set J~~ ~ ,~1 JW J o..L..!. ~~ r- _ . J~ Jl Username 4...5 c)l.o j ~J..o J~ 

.r,JLS ji..WI_,J(J""" ~ .r..J..o IJ ~~~ ~~ 41.J.:S ~,s- IJ ~~ J~ ~Password 

~I 45 J.:S ~_rY ~ lfJ~ J~ ~ 'Jj.J!. (.SI_r. .l.ii_,J ~ ~ .r.. J..o ~ f.J lS W .~ ~ 

·"'-!ljl~ ~ ~~ ~J~ ~ ~~~ 

~Loj Authorize JI.;.Jir.,..J ~l.i~l J ~~J.f-~ ~4 .l.il_,;~ ~ .r..J..o- Y 

.J.:S ~J~ J ~ IJ ~ ~ ~l.r,JlS If".;-~ 

~I.J.:S ~.rY (Life Time) ~ .rs- 'J~ ~LJS (.SI_r. .l.ii_,J~ ~ .r..J..o- r 

J4 .:r.JJIJ~ J.,i ~ rWijll.1'"? -~~ ci.JJ~ rJ~J JJIJ~ ~ ~JJAJ~ .l.ii_,J~ ~~I 



• .;.;S ~.Y 1.; .).,> .;Y, tJs' 45 ~I.,> .at.,> Jl jl ~ ,~ ~ ,r..;\Slogin 

1,$.;b.).,> ~.) .)1)1 ~ ~~ ~ jl ~4 ~JI ~l,r..;\S 'JY. tJ! jl ~lA> I.SI,r.- f 

.~Logout,~ 4 .).,> .;\S rWI jl ~ ~U J ~ 

~ .)Js. J.) ji.JS IJ!I . .)~~ ~_,; ~ .;.) ~ UIC ~ I.S,r..;\S ~ I.SI,r.- o 

. ..l.!.4~ OJ.J .).) .) ) o.;W ~J.) J .).;1.) J.W ~~~ ,r..;\S 4$ ~J.J o.;W JJI45 o..l.!. 

~~ ~ls-~1 J lf.4li ~ ..c.;I_,J~ I.S.)J.J.> lJ J.j .rJ~ .;1) OJ.J ~ .).) 4$ u-il,r..;\S 

~ ~1.; .;.)) .) .rJ~ .;1) .1d 4:..,.,.) f jl ~ .;.) ,r..;\S ,UIC ~ ~ ;J 4 . ..c..;,4 4::.!.b ~l:::-.) 
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Abstract: 

One of the most important requirement for computer systems and networks 

is Security. In this project it is shown that for establishing security in computer 

systems, many points must be bear by designers, programmers, and 

administrators of computer centers. The resources of computer systems are 

Hardware, Software, Data, and Personnel. The threats for different parts of 

computer are Interruption, Interception, Modification, and Fabrication. To 

protect against these attacks, many politics and special mechanisms must be 

used. 

Different techniques had been used for establishment of Security, each of 

which has many advantages and disadvantages. In this project, after 

investigation of a few techniques, new and simpler methods, including 

Composition of RSQ & PRSQ and Compression, are proposed. By comparing 

these methods with available methods, it has been shown that the proposed 

methods could be efficeint in most applications. The proposed methods are basic 

and could be combined and used in different applications. For selecting a 

suitable method for use in an application system, the sequence anti proper phases 

of analysis, design, and implementation of systems in general, must be followed. 
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